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Principles 
The Kidsgrove Secondary School believe that the use of technology for information and 

communication purposes can provide great benefit.  The school recognises that e-safety issues will 

unfortunately arise and this policy has been put in place to ensure that electronic communications 

are safe, effective and appropriate. 

The schools e-safety policy covers electronic internet and computer based technologies such as 

mobile phones and wireless devices. This policy will operate in alongside other relevant policy’s 

including but not limited to Pupil Behaviour, Anti-Bullying, Curriculum, ICT Acceptable Use, 

Safeguarding, Social Media and Data Protection. 

This policy applies to all members of the school community (including staff, students / pupils, 

volunteers, parents / carers, visitors, community users) who have access to and are users of school 

digital technology systems, both in and out of the school. 

Through e-safety 
The effective practise of e-safety depends on a number of factors at different levels: 

• Responsible use of all IT facilities be this by staff, pupil volunteer or other, this is to be 

encouraged by education and made explicit through the schools policies. 

• A sound e-safety policy covering both administrative and curriculum use. 

• A secure network design, alongside a secure and safe broadband connection. 

• Standards and specifications as laid out by National Education Networks 

Teaching and Learning 

 

Why Internet Use is Important 
The internet is part of most peoples’ daily lives and is recognised as part of the statutory curriculum 

as a necessary tool for both staff and pupils.   The school are duty bound to provide quality internet 

to staff and pupils to help enhance their learning experience. 

Internet Use will Enhance Learning 
Internet access within the school is designed expressly for pupil use; this includes the use of filtering 

at a level that is appropriate to the age of the pupils. 

Pupils are taught what appropriate internet usage is and what is unacceptable and given clear 

objectives when using the internet. 

Pupils are taught how to search the internet effectively for information this includes skills in 

retrieval, evaluation and critical awareness on the reliability of information. 

The school makes staff aware of copyright laws and how much information can be printed / 

photocopied from certain sources. 

Managing Internet Access 

Information System Security 
The schools IT systems are reviewed regularly with attention paid to security, virus protection and 

capacity. 

Email 
Pupils may only access school based email accounts in school; personal accounts must not be 

accessed. 

Pupils should tell their teacher or the IT Technician if they receive an offensive email. 

Pupils must not reveal personal details about themselves or others in an email or any online 

communications or arrange to meet someone without specific permission from a member of staff.  



Pupils sending emails to be sent to third parties must be written carefully, be checked and 

authorised before sending in the same manner as if it was to be sent on headed paper. 

Staff and Pupils must not forward chain letters. 

Published Content and School Websites 
The schools contact details are published on the website (including address, email and telephone 

number), staff or pupils personal information is not published. 

The Head of School or their nominee will take responsibility for ensuring the website content is 

appropriate and correct. 

Publishing Pupils’ Images and work 
Any images or videos of pupils will be selected carefully and will ensure that the individual pupils 

cannot be clearly identified.   

The full names of pupils will not be used on the School website, with particular attention been 

placed to where photos are also included. 

Permission will be obtained from Parents or carers before any phots of pupils are placed on the 

school website this permission must be given by either letter or email. 

Images and Videos of pupils work will only be published with permission from the pupil and parent / 

carer. 

Social Networking and Personal Publishing 
The school blocks access to Social media sites for pupils via a filter system. 

Pupils are told not to give out details that could identify them or their location when online. 

Pupils must not place any photos taken in school on social media without permission from the head 

of school or their nominee. 

Pupils are advised on security and only to associate with known friends when using social media, 

secure passwords will help prevent data breaches. 

Managing Filtering 
The school works in partnership with the Internet Service Provider to ensure systems to protect 

pupils are reviewed and improved. 

The school has two filtering systems (Impero and Smoothwall) Smoothwall is maintained by the 

trust, Impero is maintained In house by the IT Technician.  The logs from Impero are sent to one of 

three groups of people.   

For minor offences by pupils, the log is sent to the Form Tutor or Teacher (Head of Department in 

teachers absence or when cover staff are teaching).   

For offences that are more serious by pupils, the log is sent to Head of Learning for review for them 

to take the action they deem necessary this will result in the appropriate sanction. 

For offences committed by staff members or if there is an immediate safeguarding concern the log is 

sent to the Head of School for action as they deem necessary. 

If a staff member or pupil discovers an unsuitable site that has not been picked up by the filter 

system it must be reported to the IT Technician in the first instances. 

Regular reviews are carried out by the IT Technician to ensure that the filtering methods are 

appropriate, effective and reasonable. 

Managing Video Conferencing  
Video Conferencing within the trust should use Skype for Business wherever possible to minimise IT 

issues as this is already rolled out across the trust. 



External Video Conferencing should make use of Educational Broadband Network to ensure quality 

of service and security rather than the internet. 

Pupils should only use video conferencing when part of a structured educational activity and should 

be appropriately supervised. 

Managing Emerging Technologies 
Emerging Technologies will be risk assessed and evaluated for educational benefit before if thought 

to be advantages passing a report to SLT to make a decision about whether to implement. 

Mobile Phones should be used in accordance with the schools mobile phone policy 

If Staff require phone contact direct from pupils a school phone will be issued, personal phones must 

not be used. 

Protecting Personal Data 
Personal data may be recorded, transferred and made available in accordance with the Data 

Protection Policy and GDPR. 

Authorisation 
All staff must read and sign the ‘ICT acceptable Use’ form and receive a copy of this policy (E-Safety) 

before using any IT resources (computer, cameras, phones, etc.) 

The school will maintain an up to date record of all staff and pupils who are granted access to the 

schools IT systems. 

Pupils must complete the ‘ICT acceptable Use’ form before been given a login or internet access.  

Parents or Carers will be asked to sign and return a consent form and go through the points on the 

form with their child to ensure they understand what is expected of them. 

Assessing Risks 
The school will take all reasonable precautions to prevent access to inappropriate material.  

However, due to the scale of the internet and its nature it is not possible to guarantee that 

unsuitable material will never appear on school computers.  The school cannot accept liability for 

the material accessed or any consequences of internet access. 

The school will audit IT use to establish if the e-safety policy is adequate and that the 

implementation of the eth e-safety policy is appropriate. 

Communication of Policy 

Pupils 
E-Safety rules will be posted in all rooms with student computers along with digital copies on the 

student shared drives. 

Pupils are informed that network and internet use if monitored and inappropriate use will be 

followed up with appropriate consequences. 

Staff 
A Copy of the E-Safety policy will be emailed to all new starters and all staff when updated, along 

with copies placed in the staff room and on the staff shared network drive. 

Staff should be aware that internet traffic is monitored and traceable to individual users and pcs.  

Discretion and professional conduct is essential. 

Parents 
Parents will be made aware of the E-Safety policy by the schools newsletter and website.  A copy will 

be included for new students parents in the schools prospectus. 



Visitors 
All visitors will be required to sign to say they have received a copy of the policy before been given a 

login. 

Monitoring, Evaluation and Review 
The Senior Leadership Team and Academy Council will review this policy at least every two years and 

access its implementation and effectiveness.  


